The communications world is moving toward VoIP but does not have the security expertise it needs in-house to meet the real world stress it will encounter. Unfortunately adding security has a negative effect on the voice quality of service (QoS). Many researches study the effects of adding security to VoIP using different cryptographic algorithms by comparing end to end delay, jitter and packet loss. Subjective and objective test methods are used to measure QoS [3, 10] . But in our paper a new point of view is included, the goal of the paper is to compare the powerful of the securing algorithm by measuring the randomness of its encrypted output. In addition we measure execution time (delay) to be another factor of comparison. A C++ simulation program was written to simulate secure VoIP system. This paper organized as follows: 1. Introduction Section present the VoIP motivation, challenges, and security issues, section 2. Explain VOIP model, section 3. Describe statistical test suite and test bed environment, section 4. Demonstrate the statistical results, and the last section Express the conclusion.
Introduction:
Voice over IP (VoIP) can be briefly defined as the technology that allows the use of the IP protocol(s) to carry voice signalling and media traffic [1] . VoIP sound is sampled, quantified, digitized and compressed with an appropriate codec and streamed over traditional network architectures. Then, several coded speech frames are packetized to form the payload part of a packet (e.g. RTP packet). The headers (e.g. IP/UDP/RTP) are added to the payload and form a packet which is sent to IP networks. The packet may suffer different network impairments (e.g. packet loss, delay and jitter) in IP networks. It is and it behaves as normal IP data but at the same time has to obey to the rules imposed by classical telephony in terms of quality of service and availability [2, 3] . The main motivations for VoIP are: (bypass toll switches and save on call costs, Rich media conferencing combines voice, video, and data, mobility).VoIP service requirements are summarized in minimizing latency, enable bandwidth priority, ensuring reliability and ensuring security. Confidentiality, Integrity, and Availability three key principles that should be guaranteed in any kind of secure system. This principle is applicable across the whole security spectrum. Confidentiality refers to mechanisms that ensure that only authorized individuals may access secure information. Cryptography and Encryption are examples of methods used to ensure confidentiality of data. Integrity means that information is unchanged as it moves between endpoints. Availability characterizes the operational state of the network [5] . VoIP data is transmitted in digital packet form. This means that the voice transmissions can be attacked, hacked, intercepted, manipulated, rerouted and degraded just as any data packet on the data network. Viruses, worms, trojan horses, denial of service attacks and hijacking are all possibilities on the VoIP network [4] . The implementation of various security measures can degrade QoS. These complications range from delaying or blocking of call setups by firewalls to encryption produced latency and delay variation (jitter) [5] . VOIP calls must achieve the 150 ms bound to successfully emulate the QoS that today's phones provide [6] . Adding security constraints significantly increases the bandwidth usage, causing more latency and jitter, thereby degrading the overall QoS of the network. In addition, these requirements do not explicitly take into account the heterogeneous data flow over the network. Since voice and data streams are sharing the same finite bandwidth, and data streams tend to contain much larger packets than VOIP, significant amounts of data can congest the network and prevent voice traffic from reaching its destination in a timely fashion. For this reason, most new hardware devices deployed on networks support QoS for VoIP [7] . [5] . Theft of services and information is also problematic on VoIP networks. These threats are almost always due to active attack. Many of these attacks can be thwarted by implementing additional security controls at layer 2.This includes layer 2 security features such as DHCP Snooping [4] . Users may defer transitioning to IP Telephony if they believe it will reduce overall network security by creating new vulnerabilities that could be used to compromise nonVoIP systems and services within the same network. Firewalls, network and system intrusion detection, authentication systems, antivirus scanners, and other security controls, which should already be in place, are required to counter attacks that might debilitate any or all IP-based services (including VoIP services).
The most comprehensive list of VoIP threats is maintained by VOIPSA at 8].
FCHAT is visual c++ socket programming package consists of two sides. The server side is play as a controller, authenticator and a communicator between the other clients. The client side is able to record, encrypt and send voice message to one or all clients. At the same time the client can receive, decrypted and replay the real time voice message. Fig.1 describes how the server receive the connection request and if he accept the request then the "NEW user Address" is encrypted and broadcasted to all other clients. Fig.2 describes the real time conversation between two clients through the server and how they can record, encrypt and send the messages in the same time that they can receive, decrypt and play the incoming messages. Fig.3 represents how client record, encrypt and send the messages to all other clients that are decrypt and replay the voice messages (conference). [9] . The objectives during the development of the NIST statistical test suite included:
VoIP Simulation Program Model (FCHAT).

Proceedings of the
• Platform Independence: The source code was written in ANSI C. However, some modification may have to be made, depending on the target platform and the compiler.
• Flexibility: The user may freely introduce their own math software routines.
• Extensibility: New statistical tests can easily be incorporated.
• Versatility: The test suite is useful in performing tests for PRNGs, RNGs and cipher algorithms. Portability: With minor modifications, source code may be ported to different platforms. The NIST source code was ported onto the SGI Origin, and a 200 MHz PC using the Microsoft Visual C++ 6.0 development environment.
• Orthogonality: A diverse set of tests is provided.
• Efficiency: Linear time or space algorithms were utilized whenever possible. The majority of the tests in the test suite either examine the distribution of zeroes and ones in some fashion, study the harmonics of the bit stream utilizing spectral methods, or attempt to detect patterns via some generalized pattern matching technique on the basis of probability theory or information theory.
In practice, any number of problems can arise if the user executes this software in unchartered domains. It is plausible that sequence lengths well beyond the testing procedure (i.e., on the order of 10) may be chosen. If memory is available, there should not be any reason why the software should fail. However, in many instances, user defined limits are prescribed for data structures and workspace [9] .
• The parameter ALPHA denotes the significance level that determines the region of acceptance and rejection. NIST recommends that ALPHA be in the range (0.001,0.01). 
Modification and adaptation
After the first compilation of the program suite the modification mentioned above appear to be needed. The system couldn't create the results folders and files, many library package were not include, need some adaptation with the operating system .Then we change the system setting to debugging mode then we begin to trace every code line and it's function then detect how the system calculate every parameter value(s) and discover many codes tricks and found the critical values for every test and by the way maintain the require adaptations. After this step and as the user manual advise [9] we run the tester using model file so as to be sure that modification does not change the logic of the program and the result is that :(the model pass all tests with P-value =1 (max) for every test ; the model file name is data.e and it's report in appendix A. 
Test bed environment
Three PC computers.(1.8 GHz) and one Lap Top ( 2 GHz) are used during the Experiments , the duration of one Experiment is approximately 30 Minutes, By using the model described in above section we were recorded a dialog in append mode file until the file size be greater than 13.2 MB. (Mandatory required). We save the recorded file as "DATAIN.TXT" which is used forty* times to be encrypted by Different Cryptographic Algorithms, and the outputs were saved in the files (d1.txt..d40.txt) which are converted to binary format so as to be enter one by one to StsGui (NIST Statistical Suite) package which was used to measure the randomness of each file. The output reports are summarized in the table 2. including the execution time of Encryption & Decryption processes in seconds. Table 3 . reorganized table 2 in a new form (so as to display the Experiments results and facts). Appendix A. summarized the P-values of sample tests.
4.Results and Discussions
• From table 3. Observed that all algorithms used ECB chain mode are fail to pass any randomness test. The BlowFish algorithm also doesn't pass all tests.
• XOR256BLOCK fail in 4 tests (fail in one test is enough to say it is not random).
• AES(CFB), TEA, and XOR256STREAM success in all tests, and to get which the optimum one special table of compression is constructed containing execution time (table 4) . And for more clarify a graph representation for the three algorithms applied to (16 randomness tests) is constructed into Fig.4 (use table 5. P-values ).
• From Table 4 . and Fig. 4 . it is clear that TEA algorithm is the best one for VoIP encryption.
* Forty times due to change of the algorithm method or its situations (Padding, Chain). 
Conclusions:
This paper conclude that the TEA algorithm is more suitable to encrypt VoIP due to its encryption strength (more random) and it's smallest execution time which minimize the total end to end delay and has the least negative effect on QoS.
